
CONNECTED HOME  
SECURITY

A growing concern for consumers.  
A golden opportunity for service providers.
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SMARTER HOMES, MORE TO WORRY ABOUT 

Smart TVs, gaming consoles, voice assistants, and 

other connected home devices make our lives more 

convenient. Connectivity improves everything from 

home entertainment systems to household functionality, 

including thermostats, leak detection and security. 

Staying in touch with your home anywhere through your 

smartphone or computer offers a great sense of control 

and freedom. But even the best innovations can have 

downsides. 

Pressure to bring new devices to the market faster, 

cheaper, and ahead of competition, often drives 

manufacturers to overlook security of their devices. 

Cyber criminals and hackers are aware of these security 

flaws and are eager to exploit them. One vulnerable 

device can allow hackers access to your home wireless 

network and expose your personal data.  

F-Secure consumer research shows that smart home 

device ownership continues to increase dramatically. 

More smart – or stupid – devices means more worries.

Our study indicates that consumers are very aware of the 

security and privacy risks related to smart home devices 

and trust in smart device manufacturers is alarmingly 

low. Consumers feel that manufacturers are not doing 

enough to ensure their online security and privacy. As a 

result, they want to take control of security themselves. 

This is demonstrated by a high willingness to pay for 

security. 

When you cannot count on your smart device security to 

block hackers’ access to your most intimate space – who 

do you turn to? Respondents of our study say they would 

prefer to buy security from their mobile, cable or internet 

service provider. The long-term relationship consumers 

have with their providers offers the confidence they 

crave.

Internet of Things (IoT) has added vast new complexities 

to cyber security. Traditional endpoint security 

effectively protects computers, laptops, smartphones 

and tablets, but it’s impossible to install anti-virus on 

a smart coffee machine or Wi-Fi enabled camera. 

Network-based security is sometimes offered as a 

solution, but on its own it leaves too many gaps. 

But what if an all-in-one solution for connected home 

security exists? Home-gateway-level protection is the 

solution consumers are waiting for and the people 

who know connected homes best have a remarkable 

opportunity to provide it.

Our study reveals a golden business opportunity for 

service providers and router vendors. You are already 

providing your customers something they rely on 

extensively – connectivity. You have an existing 

relationship that builds trust with every click. And, as our 

survey discovered, consumers want to buy security from 

you. 

In this report you will find out the latest consumer 

behavior trends related to IoT, how consumers perceive 

smart device security, and how you can help your 

customers by taking advantage of the connected home 

business opportunity.

“As connectivity becomes cheaper and cheaper, 

eventually, it’s not going to be just smart things going 

online, it’s going to be stupid things. And I’m actually 

much more worried about stupid things online than 

smart things.”

Mikko Hypponen, Chief Research Officer at F-Secure
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CONSUMERS OWN MORE FUNCTIONAL  
SMART HOME DEVICES

Our study shows significant growth in smart home 

device ownership since 2018. The trend shows no signs 

of slowing down in the future either. IDC estimates 

that there will be 41.6 billion connected IoT devices, or 

“things,” generating 79.4 zettabytes (ZB) of data in 2025. 

SMART DEVICE OWNERSHIP, 2018 VS. 2020

F-SECURE CONNECTED HOME CONSUMER SURVEY

Conducted in 11 countries

Conducted in April 2020

Focus on three areas 

1. Usage of connected home devices & Wi-Fi router 

2. Familiarity and worries related to connected home threats  

3. Willingness to pay for connected home security 

Number of respondents

Age of respondents

Home / kitchen
appliances

Home monitoring 
device

Smart speaker / 
Voice assistant

Smart vearables TV streaming
devices

Smart TV

10 %

47 %

10 %

20 %

12 %

30 %

14 %

28%

21 %

34 %

48 %

67 %

 
Consumer average 2018 Consumer average 2020

+25

4400
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Entertainment has been the main driver of early 

connected home adoption according to our research 

and continues to lead today. More than 2 out of 3 homes 

now own a smart TV, which continues to be the most 

common smart device in 2020. Gaming consoles follow 

at 49 % adoption and TV streaming devices, such as 

Chromecast and Apple TV, reach 34 % adoption. Home 

music systems, like Sonos or home theaters, hit 26 %.

In 2020, we see a second wave of more functional smart 

technology. Kitchen devices are found in 47 % of homes 

followed by smart speakers, which did not even exist 

a decade ago, at 30 %. Nearly a third of consumers – 

29 % for smart door locks and doorbells and 23 % for 

security systems – have connected devices that help 

protect their home. New smart device purchases are 

generally shifting towards toward functionality – such as 

smart speakers, security systems and home automation 

devices.

Almost 2 out of 3 of consumers are planning to purchase 

internet-connected smart home devices in the coming 

12 months. They are still most likely to buy smart TVs 

(50%). However, there is a clear shift to purchasing new 

functional smart devices like smart speakers, security 

cameras and alarm systems as well as home automation 

devices. Gaming console adoption is the second highest 

with 49%, but only 25% are planning to buy one in the 

next 12 months.

SMART DEVICE OWNERSHIP VS. PLAN TO BUY IN 12 MONTHS

Home / kitchen 
appliances

47%

27%

Home 
automation 

device

15%

30%

Smart speaker 
/ Voice 

assistant

30% 33%

Entertainment / 
Media device

26%
22%

Security 
cameras / 

alarm systems

32%

23%

Home 
monitoring 

device

23%20%

TV sreaming 
devices

34%

23%

Gaming 
console

49%

25%

67%

Smart TV

50%

First wave focused on TVs and entertainment New purchases shifting towards functionality
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WHO’S LOOKING TO MAKE THEIR HOMES SMARTER?

Current use of connected home devices looks to 

correlate somewhat with the intent to buy more. 

But there is an even better predictor of intent to buy 

new smart home devices. While an impressive 65% of 

consumers say they intend to purchase a smart home 

device, 93 % of early adopters say the same, likely 

because they have more devices they can update, in 

addition to an inclination to delve into newer devices. 

And what is even more interesting is who these early 

adopters are.

The stereotype of an early adopter as a single male with 

thick glasses and spare time to fill with silicon toys is 

outdated. Extensive F-Secure surveys conducted over 

several years find that today’s early adopters tend to be 

married millennials in their 30s with college degrees, 

young children, and a passion for filling their new homes 

with internet-connected devices of all sorts. 

These consumers tend to be better informed than their 

peers, explorative, and in search of new technology 

offerings to try. They are willing to invest and try new 

products and serve their friends and family by weeding 

out technology they find lacking, providing feedback to 

vendors, and sharing what they learn.

While all consumers have increased their purchases of 

smart home devices, early adopters buy more. And what 

they buy is increasingly focused on devices that have 

some functional use for the home.

General consumers are following early adopters into 

more functional devices, though smart TVs continue 

to be the top item they and early adopters are looking 

to purchase. However, early adopters may be replacing 

their second, fourth or sixth smart TV in an effort to stay 

ahead of the curve. 
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A NEW BREED OF FAMILY-DRIVEN EARLY ADOPTERS IS 
LEADING THE CONNECTED HOME REVOLUTION

AGE  35 

OCCUPATION Senior Product Manager

INCOME  $85,000

EDUCATION BA, Psychology

STATUS  Married for 8 years

BASIC INFORMATION
17 connected home devices, including 3 
Roombas 

Configures his own router 

Loves Apple for himself and his kids but uses 
Windows at work and Android to keep up with 
the tech 

Security solutions and parental controls 
activated on all devices 

Eager to share experiences with friends and 
family and likely to post reviews 

FOR EARLY ADOPTERS, SMART MEANS “AUTOMATION” – AND VULNERABLE

CONSUMERS ARE SAVVY AND INCREASINGLY 
CONCERNED ABOUT SMART HOME SECURITY

Decades of dealing with online security concerns seem 

to have informed consumers of the risks that come from 

connecting numerous home appliances and devices to 

the internet. Consumers are familiar with risks related to 

getting their computer infected with a virus or malware 

(84 %), identity theft (79 %) and using public Wi-Fi (78 

%). However, a notable share, 74 %, of consumers now 

recognize smart home device privacy risks and 68 % 

know about risks related to routers being used for 

hacking into other devices at home.
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FAMILIARITY WITH CYBER RISKS

Worries related to loss of money are highest (69 % of 

consumers), but well over half, 60% of consumers worry 

about an attacker hacking into their smart home devices. 

Privacy is a big concern for smart home device owners, 

as 59 % of consumers worry about someone collecting 

personal information about their smart home device 

usage without consent. Being spied on through smart 

device cameras (51 %) or through microphones (48 %) 

worries about half of consumers.

HOW WORRIED ARE YOU ABOUT THE FOLLOWING ONLINE THREATS
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LACK OF TRUST TOWARDS SMART HOME DEVICE 
MANUFACTURERS 

Smart device ownership is growing, and consumers are 

planning to buy even more devices in the future. At the 

same time, their security and privacy related worries are 

high. Security incidents tend to receive a lot of media 

coverage and new regulations keep privacy top-of-mind. 

Consumers understand that increased connectivity 

exposes them to cyber risks.

80% of consumers feel that smart home device 

manufacturers are not doing enough to ensure their 

online security and privacy. Rushing to get new products 

out in a competitive market means that security is often 

an afterthought. Security needs to be built in not only 

in product development, but manufacturers need to 

support ongoing patching. However, for consumers it 

is difficult, if not impossible, to evaluate whether an IoT 

device is secure.

Losing consumer confidence can have serious 

implications to the whole industry. Consumers love 

connected devices, but an overwhelming majority, 76%, 

feel they could easily become a victim of smart home 

crime. How could consumers find peace of mind and 

continue enjoying their smart home devices without 

security concerns?

CONSUMERS CRAVE TO SECURE ALL DEVICES IN THEIR 
HOMES AND ARE WILLING TO PAY FOR IT 

Becoming a victim of smart home crime is a real concern 

for 3 out of 4 consumers, and most do not trust smart 

device manufacturers. As a result, connected home 

security is an appealing benefit to 57% of consumers. 

Connected home security is the number one benefit 

respondents are willing to pay for in a security solution 

(41 %) – even bypassing safe online shopping and 

banking.

80%
Feel smart home device 

manufacturers are not doing 

enough to ensure their online 

security and privacy

76%
Feel they could easily become 

a victim of smart home cyber 

crime
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WILLINGNESS TO PAY FOR SECURITY BENEFITS

Parental control benefits are appealing to families with 

0-15-year-old kids – 46 % find preventing their kids from 

seeing unsuitable online content important, 37 % are 

interested in monitoring their child’s activity online and 

31 % limiting their internet activity.

MOST APPEALING FAMILY PROTECTION BENEFITS FOR FAMILIES WITH CHILDREN

PREFERRED PURCHASE CHANNELS  
AND OPTIMAL PRICING 

Consumers don’t just say they’re worried about hacking 

into their connected homes – they report that they’re 

ready to do something about it. Smart device security 

is appealing to them and they are willing to pay for it. 

This presents a clear business opportunity. But a few key 

questions remain. From whom are consumers looking 

to buy connected home security? How much would 

they be ready to pay for it? What would an ideal security 

package include? 

Here it gets interesting. 60 % of consumers prefer to 

buy connected home security service from their mobile, 

cable or internet service provider. Purchasing security 

from a reliable source, who consumers already trust, 

would add simplicity to the complex environment they 

live in. It makes sense that consumers want to turn to 

their service provider. And this is a golden opportunity 

for you.

46%

Preventing my children 

accessing unsuitable 

online content

37%

Visibility on my child’s 

activity and time spent 

online

31%

Visibility on my child’s 

activity and time spent 

online

41%

Protection for all internet 

connected devices at home 

against hacking and malware

38%

Safe online shopping  

and banking

34%

Alerts if my smart home devices 

are being hacked or accessed by 

online criminals
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WHERE WOULD YOU PREFER TO BUY YOUR  
CONNECTED HOME SECURITY SERVICE FOR YOU HOME?

However high interest might not turn into purchase if 

the price is not right. We asked from the consumers, 

which price they would consider so low that it would 

make them question the quality of the service, and 

on the other hand, which price would be too high for 

them. The optimal price for connected home security 

would be between 6 to 10 euros per month. For this 

price, consumers expect to get a security software pre-

installed in their Wi-Fi router protecting every device it 

connects to the internet.  

We also asked what the respondents would be willing 

to pay for a premium package. On top of the basic 

package, premium option would include notifications 

for suspicious behavior, privacy protection, family 

protection, and an app to see the status of all internet 

connected devices in the home. The responses indicate 

that an optimal price for this kind of package would 

range between 8-11 euros.

OPTIMAL PRICE RANGE FOR CONNECTED HOME SECURITY
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THE MOST IMPORTANT FEATURES IN HOME WI-FI 
ROUTERS

All internet traffic coming in and going out of our homes 

flows through a Wi-Fi router. Routers have a significant 

role in smart home security – and consumers seem to 

understand this. When choosing a router, security (74 %) 

and privacy (73 %) are almost as important to consumers 

as Wi-Fi coverage (83 %) and speed (80 %). Wi-Fi security 

is more important than a low price (58 %).

IMPORTANCE OF FACTORS  
WHEN CHOOSING HOME GATEWAY / WIFI ROUTER

OPPORTUNITY FOR SERVICE PROVIDERS: ONE SMART 
SOLUTION TO CONNECTED HOME SECURITY

In a complex world with more areas to master all the 

time, consumers are seeking for holistic solutions 

covering all their smart home devices. Embedding 

security into routers is the simplest, most sensible 

solution to the complex challenge of securing 

connected homes.  

F-Secure SENSE protects all the home’s internet-enabled 

devices from cyber attacks and threats. That means 

not only computers and phones, but also smart TVs, 

gaming consoles, baby monitors - anything on the home 

network. Router security is the layer that closes the gap 

left by endpoint and network security. 

Strengthening your proposition with connected home 

security will enhance your trusted provider positioning 

and provide peace of mind for your customers’ digital 

lives.  Strong positioning built around security services 

will also help you differentiate from competitors and 

grow your revenue. When customers value the services 

you provide, they will become more engaged with your 

brand and are less likely to switch. We have seen this with 

our 200+ service provider partners. 

Your customers already depend on you for their internet 

connection. In our study, consumers recognize that 

embracing the technology they love is creating a 

problem, a problem that can be solved by their service 

provider. Why not give them more reasons to trust you?
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OPPORTUNITY FOR ROUTER VENDORS:  
A GATEWAY THAT IS FAST AND SECURE

Routers or home gateways play a pivotal role in 

overseeing all incoming and outgoing internet traffic. 

With the promise of connected homes being embraced 

by more and more families, embedding security into 

routers makes sense.  

We work with router vendors to deliver fast, secure Wi-

Fi that protects against the growing number of threats 

targeting connected home devices. Router makers and 

service providers can embed the solution as a software 

development kit (SDK) into their routers. The protection 

integrates with variety of platforms – without sacrificing 

speed.  

More than 10 leading CPE vendors, such as Zyxel, 

Actiontec, Sercomm and Humax, have integrated 

F-Secure SENSE software into their home gateway 

products. Our software works on a variety of platforms. 

We have experience with Broadcom, EcoNet, Intel, and  

Realtek chipsets. We are also experienced with xDSL, 

FttX, and Docsis access technologies, and have an in-

house team of expert developers and QA. You will get a 

unique support package to enhance your go-to-market 

approach and sales channels worldwide.  

Integrating security into your router will boost your 

business and differentiate your product from competing 

options. Our research indicates that router security and 

privacy are crucial arguments when consumers select 

a Wi-Fi router. Position your brand as the undeniable 

choice for your customers and partners. Becoming the 

partner of choice for service providers will expand your 

reach in the market and grow your sales.  

Consumers are worried about smart home risks and 

value router security more than a cheap price. Together 

we can deliver a connected home they can enjoy with 

confidence.
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BENEFITS OF OFFERING 
CONNECTED HOME 
SECURITY SERVICE

WHY F-SECURE SENSE?

BEST IN-CLASS CYBER SECURITY 

Award-winning cyber security with 

30+ years of experience and 10+ 

years in leveraging cutting-edge 

artificial intelligence (AI). 

PROTECTION EVERYWHERE 

Part of a comprehensive portfolio 

to secure the connected home and 

connected life on the go. 

IDENTITY PROTECTION 

Strong unique passwords, 24/7 

monitoring and breach alerts 

protect your customers from 

identity theft when using online 

services to manage smart devices.

SUPERIOR USER EXPERIENCE 

Superior user experience 

development with high 50+ NPS 

scores and tailored UX support for 

service provider own apps.

FAMILY PROTECTION 

Strong family protection at home 

and on-the-go to your family 

customer segment. 

FAST TIME TO MARKET 

Experience of 500+ successful 

service launches with 200+ service 

providers globally and 10+ router 

vendor partnerships.
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PARTNERSHIP BEYOND EXPECTATIONS 

Take the best out of this opportunity 

and select a partner with a best-

of-breed cyber security solutions 

and 30+ years of experience in the 

market. We have your back and 

support you all the way through the 

customer lifecycle. We have worked 

with service providers for more 

than 20 years. Our contribution 

to the partnership goes beyond 

technology. Your success is our 

business model.

The years of experience and 

best practices with over 200 

service provider partners are at 

your disposal. We have helped 

our partners successfully launch 

hundreds of value-added services. 

You get support throughout the 

whole customer journey – from 

launch to awareness creation to 

building customer loyalty. When a 

value-added service becomes a part 

of consumers’ lives, they are more 

likely to commit, take full advantage 

of the product and renew. Each step 

of the journey is important, and we 

support our partners all the way.

With F-Secure, you do not have 

to be a security expert – we have 

the latest insights and the best 

technology to tackle all the threats 

your customers face. We gather 

consumer behavior data and share 

our findings with you. We also run 

customer satisfaction surveys for 

our partners. You will be the first 

to know if there are issues or risk of 

churn.

Consumers simply want to feel 

protected, wherever they are, on 

whatever device or network they 

use. F-Secure’s connected home 

security solution integrates network 

and cloud security capabilities, 

router security and endpoint 

protection for all devices into a 

single, simple experience for end 

users. Securing the devices and 

technology consumers rely on 

most could be the foundation for 

a customer relationship that lasts 

decades. Make the most of this 

opportunity with a partner you can 

trust.

* Benchmark by our European service provider partner
** Savings of a US service provider with 10 million broadband customers and 20 % yearly churn (broadband ARPU 70€)

96%

of partners are satisfied 

with local support

 less broadband churn when 

using security services*
value created  

for partners

product NPS

>50 60%

protected due to 

lower churn**

UP TO 1BN€ 
REVENUE 

>10BN€
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BEST CONSUMER DEPLOYMENT - THE IOT WORLD AWARDS 2020  
 

Windstream, F-Secure, and Actiontec Electronics were recognized for Kinetic Secure, the breakthrough home 

gateway solution offered by Windstream to consumers throughout United States to manage the security all of 

a family’s devices through one app, maintaining maximum connection speed and reliability without any hassle. 



ABOUT F-SECURE

Nobody knows cyber security like F-Secure. For three decades, 
F-Secure has driven innovations in cyber security, defending 
tens of thousands of office, homes, and millions of people. 

F-Secure shields enterprises and consumers against everything 
from advanced cyber attacks and data breaches to widespread 
ransomware infections. F-Secure’s AI-driven solutions also help 
to protect the connected devices and homes of your customers  
The unique combination of technology and world-class Business  
Services supporting the entire customer lifecycle is what makes 

F-Secure an excellent fit for the service provider channel. 
F-Secure’s products are sold globally by more than 200 service 

providers and thousands of resellers.

f-secure.com/connected-home-security 

http://f-secure.com/connected-home-security 
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